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IntroductionIntroduction

● Tyk-of-all-trades, mostly Python programmer @ dayjobTyk-of-all-trades, mostly Python programmer @ dayjob
● DNS nerd – I run UncensoredDNS (since 2009)DNS nerd – I run UncensoredDNS (since 2009)
● Prometheus is my monitoring system of choice (I talked Prometheus is my monitoring system of choice (I talked 

about it 5 years ago at DKNOG9!)about it 5 years ago at DKNOG9!)
● I have a healthy interest in infosec, privacy and I have a healthy interest in infosec, privacy and 

encryptionencryption
● I want better monitoring of DNS (servers and names)I want better monitoring of DNS (servers and names)



  

IdeaIdea

● Combine https://github.com/rthalley/dnspython with Combine https://github.com/rthalley/dnspython with 
https://github.com/prometheus/client_python into a https://github.com/prometheus/client_python into a 
Blackbox-style Prometheus exporterBlackbox-style Prometheus exporter

● Export Metrics about query performance, responses, Export Metrics about query performance, responses, 
detailed failure info etc.detailed failure info etc.

● Support all the protocolsSupport all the protocols
● Support easy configuration from Prometheus scrape Support easy configuration from Prometheus scrape 

jobsjobs



  

Seems easy enoughSeems easy enough

(venv) user@privat-dev:~/devel/dns_exporter/src$ pygount --(venv) user@privat-dev:~/devel/dns_exporter/src$ pygount --
format=summary dns_exporterformat=summary dns_exporter
┏━━━━━━━━━━┳━━━━━━━┳━━━━━━━┳━━━━━━┳━━━━━━┳━━━━━━━━━┳━━━━━━┓┏━━━━━━━━━━┳━━━━━━━┳━━━━━━━┳━━━━━━┳━━━━━━┳━━━━━━━━━┳━━━━━━┓
┃ ┃ Language ┃ Files ┃     % ┃ Code ┃    % ┃ Comment ┃    % ┃Language ┃ Files ┃     % ┃ Code ┃    % ┃ Comment ┃    % ┃
┡━━━━━━━━━━╇━━━━━━━╇━━━━━━━╇━━━━━━╇━━━━━━╇━━━━━━━━━╇━━━━━━┩┡━━━━━━━━━━╇━━━━━━━╇━━━━━━━╇━━━━━━╇━━━━━━╇━━━━━━━━━╇━━━━━━┩
│ │ Python   │     9 │  90.0 │ 1387 │ 56.6 │     470 │ 19.2 │Python   │     9 │  90.0 │ 1387 │ 56.6 │     470 │ 19.2 │
│ │ YAML     │     1 │  10.0 │  188 │ 82.8 │       0 │  0.0 │YAML     │     1 │  10.0 │  188 │ 82.8 │       0 │  0.0 │
├──────────┼───────┼───────┼──────┼──────┼─────────┼──────┤├──────────┼───────┼───────┼──────┼──────┼─────────┼──────┤
│ │ Sum      │    10 │ 100.0 │ 1575 │ 58.8 │     470 │ 17.6 │Sum      │    10 │ 100.0 │ 1575 │ 58.8 │     470 │ 17.6 │
└──────────┴───────┴───────┴──────┴──────┴─────────┴──────┘└──────────┴───────┴───────┴──────┴──────┴─────────┴──────┘
(venv) user@privat-dev:~/devel/dns_exporter/src$ (venv) user@privat-dev:~/devel/dns_exporter/src$ 



  

InstallingInstalling

Install from Install from pippip in a  in a venvvenv::

        pip install dns_exporterpip install dns_exporter

There is also a Docker image so you can get your container on:There is also a Docker image so you can get your container on:

        docker run -p 15353:15353 tykling/dns_exporter:latestdocker run -p 15353:15353 tykling/dns_exporter:latest



  

RunningRunning

Run the dns_exporter command to start the exporter and it should be ready to serve Run the dns_exporter command to start the exporter and it should be ready to serve 
requests immediately:requests immediately:

$ dns_exporter$ dns_exporter

If you need more logging you can use -d or --debug:If you need more logging you can use -d or --debug:

$ dns_exporter -d$ dns_exporter -d

If you want to use a config file you can use -c or --config-file:If you want to use a config file you can use -c or --config-file:

$ dns_exporter -c dns_exporter.yml$ dns_exporter -c dns_exporter.yml



  

ConfigurationConfiguration

● The exporter is configured on a per-lookup basisThe exporter is configured on a per-lookup basis
● Available settings (most have defaults):Available settings (most have defaults):
● collect_ttl, collect_ttl_rr_value_length, edns, collect_ttl, collect_ttl_rr_value_length, edns, 

edns_bufsize, edns_do, edns_nsid, edns_pad, family, edns_bufsize, edns_do, edns_nsid, edns_pad, family, 
ip, protocol, proxy, query_class, query_name, ip, protocol, proxy, query_class, query_name, 
query_type, recursion_desired, server, timeout, query_type, recursion_desired, server, timeout, 
valid_rcodes, validate_additional_rrs, valid_rcodes, validate_additional_rrs, 
validate_answer_rrs, validate_authority_rrs, validate_answer_rrs, validate_authority_rrs, 
validate_response_flags, verify_certificate, validate_response_flags, verify_certificate, 
verify_certificate_pathverify_certificate_path



  

ConfigurationConfiguration

● Settings with no defaults:Settings with no defaults:
● serverserver
● query_namequery_name

● Default Default protocolprotocol is  is udpudp, other possibilities are:, other possibilities are:
● tcptcp
● udptcpudptcp
● DoTDoT
● DoHDoH
● DoQDoQ



  

Configuration FileConfiguration File

● Reusable settings can be defined in Reusable settings can be defined in modulesmodules and  and 
loaded in a config file when the exporter is loaded in a config file when the exporter is 
startedstarted

● Config is a Config is a yamlyaml file file
● Example config installed with the package (from Example config installed with the package (from 

unit tests)unit tests)
● Using a config can greatly simplify Prometheus Using a config can greatly simplify Prometheus 

scrape configsscrape configs



  

Configuration FileConfiguration File

    tcp:tcp:

        protocol: "tcp"protocol: "tcp"

    tcpv4:tcpv4:

        protocol: "tcp"protocol: "tcp"

        family: "ipv4"family: "ipv4"

    ipv6:ipv6:

        family: "ipv6"family: "ipv6"



  

MetricsMetrics

● The The /query/query endpoint is used to do DNS queries and  endpoint is used to do DNS queries and 
return metrics about that one lookup. These are reset return metrics about that one lookup. These are reset 
with every scrape, no history.with every scrape, no history.

● The The /metrics/metrics endpoint returns internal exporter metrics  endpoint returns internal exporter metrics 
with details about scrapes, failures, etc.with details about scrapes, failures, etc.



  

Per-scrape MetricsPer-scrape Metrics

● dnsexp_query_time_seconds (dnsexp_query_time_seconds (GaugeGauge))
● Labels: Labels: server, ip, port, protocol, family, proxy, query_name, server, ip, port, protocol, family, proxy, query_name, 

query_type, transport, opcode, rcode, flags, answer, query_type, transport, opcode, rcode, flags, answer, 
authority, additional, nsidauthority, additional, nsid

● dnsexp_dns_response_rr_ttl_seconds (dnsexp_dns_response_rr_ttl_seconds (GaugeGauge))
● Labels: Same as above plus Labels: Same as above plus rr_section, rr_name, rr_type, rr_section, rr_name, rr_type, 

rr_valuerr_value
● dnsexp_dns_query_success (dnsexp_dns_query_success (GaugeGauge))



  

Per-scrape MetricsPer-scrape Metrics

dnsexp_dns_query_time_secondsdnsexp_dns_query_time_seconds{additional="0",answer="1",authority="0",fami{additional="0",answer="1",authority="0",fami
ly="ipv4",flags="QR RA RD",ip="8.8.8.8",nsid="gpdns-ly="ipv4",flags="QR RA RD",ip="8.8.8.8",nsid="gpdns-
ham",opcode="QUERY",port="53",protocol="udp",proxy="none",query_name="googham",opcode="QUERY",port="53",protocol="udp",proxy="none",query_name="goog
le.com",query_type="A",rcode="NOERROR",server="udp://le.com",query_type="A",rcode="NOERROR",server="udp://
dns.google:53",transport="UDP"}dns.google:53",transport="UDP"} 0.013687849044799805 0.013687849044799805

dnsexp_dns_response_rr_ttl_secondsdnsexp_dns_response_rr_ttl_seconds{additional="0",answer="1",authority="0"{additional="0",answer="1",authority="0"
,family="ipv4",flags="QR RA RD",ip="8.8.8.8",nsid="gpdns-,family="ipv4",flags="QR RA RD",ip="8.8.8.8",nsid="gpdns-
ham",opcode="QUERY",port="53",protocol="udp",proxy="none",query_name="googham",opcode="QUERY",port="53",protocol="udp",proxy="none",query_name="goog
le.com",query_type="A",rcode="NOERROR",rr_name="google.com.",rr_section="ale.com",query_type="A",rcode="NOERROR",rr_name="google.com.",rr_section="a
nswer",rr_type="A",rr_value="172.217.19.78",server="udp://nswer",rr_type="A",rr_value="172.217.19.78",server="udp://
dns.google:53",transport="UDP"}dns.google:53",transport="UDP"} 125.0 125.0

dnsexp_dns_query_success 1.0dnsexp_dns_query_success 1.0

up 1.0up 1.0



  

Internal MetricsInternal Metrics

● dnsexp_build_version (dnsexp_build_version (InfoInfo))
● dnsexp_http_requests_total (dnsexp_http_requests_total (CounterCounter))
● dnsexp_http_responses_total (dnsexp_http_responses_total (CounterCounter))
● dnsexp_dns_queries_totaldnsexp_dns_queries_total  ((CounterCounter))
● dnsexp_dns_responsetime_seconds (dnsexp_dns_responsetime_seconds (HistogramHistogram))

● Buckets: Buckets: .005, .01, .025, .05, .075, .1, .25, .5, .75, 1.0, 2.5, .005, .01, .025, .05, .075, .1, .25, .5, .75, 1.0, 2.5, 
5.0, 7.5, 10.0, INF5.0, 7.5, 10.0, INF

● dnsexp_scrape_failures_total (dnsexp_scrape_failures_total (CounterCounter))
● Labels: Same as the per-scrape metrics, plus Labels: Same as the per-scrape metrics, plus reasonreason



  



  



  



  

Finding BugsFinding Bugs

In own codeIn own code
In dependenciesIn dependencies
In DNS serversIn DNS servers



  



  



  



  



  



  

LinksLinks
https://github.com/tykling/dns_exporterhttps://github.com/tykling/dns_exporter

https://dns-exporter.readthedocs.io/latest/https://dns-exporter.readthedocs.io/latest/

https://grafana.com/grafana/dashboards/20617https://grafana.com/grafana/dashboards/20617

https://hub.docker.com/r/tykling/dns_exporterhttps://hub.docker.com/r/tykling/dns_exporter

https://pypi.org/project/dns-exporter/https://pypi.org/project/dns-exporter/

https://dnsgrafana.tyktech.dk/d/UnXfnkh4z/dns-exporterhttps://dnsgrafana.tyktech.dk/d/UnXfnkh4z/dns-exporter



  



  



  

The End!The End!

Questions?Questions?
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