
DEFENDING
RPKI

DKNOG15Job Snijders



2

AGENDA

01 THREATS TO RPKI

02

03

04

05

BUSINESS NAME

HIDING IN THE CROWD

PRELIMINARY RESULTS

THE PLAN

QUESTIONS



1
THREATS TO RPKI



4DEFENDING RPKI

MEET
THE TEAM

Sensationalist
Academics

Unethical
Hackers

Job Snijders Well meaning
Operators



5

RPKI Architecture: Every validator 
connects to every publication point

RIPE NCC
RPKI Repo

Validator #1

Validator #3

Validator #2

Belia

Beutsche 
Telekom

Blobal 
Bonnect



6

RPKI Architecture: Every validator 
connects to every publication point

RIPE NCC
RPKI Repot

Validator #1

Validator #3

Validator #2

Belia

Beutsche 
Telekom

Blobal 
Bonnect

Job’s
RPKI Repo



7



8

Repositories can serve poison pills









THINGS TO WORRY ABOUT
1. Crashing validator instances
2. Operating System compromise via RPKI validators entrypoint
3. Operators disabling RPKI “because RPKI itself seems a risk”
4. The clock on Internet routing security turning back 



For the sake of this discussion:
● Every year, vulnerabilities will be found in validator implementations
● Knowing which validator instances influence which ASes is leverage
● Targeted attacks require targeting precision
● Select (validator <> repository) paths are persistently broken



2
WHAT CAN BE DONE?



A Robust Validator: rpki-client
● Don’t reinvent the wheel: use battle-tested libraries (libcrypto)
● Sandboxing (Linux landlock, OpenBSD unveil & pledge)
● Randomize what can be randomized: unpredictability is king
● Box in resource consumption:

○ Maximum download size
○ Maximum file sizes / minimum file sizes
○ Maximum time spent on a single repository
○ Maximum time spent on all repositories
○ Limit chain length, limit the number of repositories
○ etc
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HIDING IN THE CROWD



HIDING RPKI VALIDATORS
● Publication point operators don’t need to know the source IP 

addresses of validators, do they?

● Knowing what instance at what IP address influences what ISPs is 
leverage

● Conceptually, Internet-wide Multicast would’ve been great for 
RPKI , but … that’s in an alternate universe





Anonymizing validators
● The RPKI protocols only require RPs to posses the data from Publication 

Points
● The RPKI protocols do not require publication points to know the source IP 

addresses of Validators

Therefore, obviously:
● Validators should use a globally distributed network of forward proxies
● Validators should use the Tor Onion VPN network
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PRELIMINARY RESULTS
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PRELIMINARY RESULTS
● No significant difference between “anonymized” and “normal” 

validator instances!
● RRDP-via-overlay not as reliable as “direct”, but…

○ As long as “direct” is used as fallback, no difference
○ The overlay also helps overcome broken connectivity! 
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THE PLAN



PLAN: AREA OF STUDY
● Does use of forward proxies at scale work well for the RPKI?

○ Could forward proxies work well inside tor? (inside .onion )

● How to handle transport switchovers?
○ RRDP to RSYNC
○ RSYNC to RRDP

● Set up more experiments: find out reliability numbers



REQUEST TO YOU
● I need … Compute & Storage resources to run experiments
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