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Abstract

In this work, we present a novel severe buffer-overflow vulnerability
in the RPKI validator Fort, that allows an attacker to achieve Remote
Code Execution (RCE) on the machine running the software. We

discuss the unique impact of this RCE on networks that use RPKI,

illustrating that RCE vulnerabilities are especially severe in the
context of RPKI. The design of RPKI makes RCE easy to exploit on
a large scale, allows compromise of RPKI validation integrity, and
enables a powerful vector for additional attacks on other critical
components of the network, like the border routers.

We analyze the vulnerability exposing to this RCE and identify
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Figure 1: Attack Setup.




& (& 25 ninetlabs.nl/downloads/routinator/CVE-2021-41531.txt

The CVE number for this vulnerability is CVE-2021-41531.

== Summary

Routinator prior to 0.10.0 produces invalid RTR payload if an RPKI CA uses too
large values in the max-length parameter in a ROA. This will lead to RTR
clients such as routers to reject the RPKI data set, effectively disabling
Route Origin Validation.

== Affected products
Routinator up to and including 0.9.0.

== Description

Due to lack of checking of ROA object content, Routinator will simply pass
through any max-length value provided in the ROA. However, a max-length value
must never be larger than the maximum prefix length of the address family. Data
with larger values will be considered invalid by any RTR client leading to a
rejection of the entire data set.

== Solution
Download Routinator version 0.10.0 or later.

== Acknowledgments
We would like to thank Job Snijders for reporting the issue.
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THINGS TO WORRY ABOUT

Crashing validator instances

Operating System compromise via RPKI validators entrypoint
Operators disabling RPKI “because RPKI itself seems a risk”
The clock on Internet routing security turning back
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For the sake of this discussion:

Every year, vulnerabilities will be found in validator implementations
Knowing which validator instances influence which ASes is leverage
Targeted attacks require targeting precision

Select (validator <> repository) paths are persistently broken
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A Robust Validator: rpki-client

Don’t reinvent the wheel: use battle-tested libraries (libcrypto)
Sandboxing (Linux landlock, OpenBSD unveil & pledge)
Randomize what can be randomized: unpredictability is king
Box in resource consumption:

Maximum download size

Maximum file sizes / minimum file sizes

Maximum time spent on a single repository

Maximum time spent on all repositories

Limit chain length, limit the number of repositories

etc

O O O O O O



vurt$ pstree -s rpki-client
-+= 00001 root /sbin/init
\-+= 90292 root /usr/sbin/cron
\-+- 19747 root cron: running job (cron)

\-+= 96011 root /bin/sh -c rpki-client && bgpctl reload
=¥ 36§1§,_rpki—c1 rpki-client
| ---/08932 . rpki-cl rpki-client: parser (rpki-client)
|--+ 96103 _rpki-cl rpki-client: rsync (rpki-client)
| --4 30858 _Irpki-cl rpki-client: http (rpki-client)
\---"18470_rpki-cl rpki-client: rrdp (rpki-client)

vurt$ |}

The ‘privileged  parent’ and unprfv?\esecﬂ. children
communicake vie simple, well-defined. intecfaces ("pipes™).

tach child process handlles untrusted and potentially
hostile data, wede its own restricted environ men’c.

Accidental corruption of o child does aot lead +o o
compromis€ of the parent, heeping the network safe.
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HIDING IN THE CROWD




HIDING RPKI VALIDATORS

e Publication point operators don’t need to know the source IP
addresses of validators, do they?

e Knowing what instance at what IP address influences what ISPs is
leverage

e Conceptually, Internet-wide Multicast would’ve been great for
RPKI, but ... that’s in an alternate universe






Anonymizing validators

e The RPKI protocols only require RPs to posses the data from Publication
Points

e The RPKI protocols do not require publication points to know the source IP
addresses of Validators

Therefore, obviously:
e Validators should use a globally distributed network of forward proxies
e Validators should use the Tor Onion VPN network
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Is It Me You’re
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Unique VRPs per instance
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PRELIMINARY RESULTS

e No significant difference between “anonymized” and “normal”
validator instances!
e RRDP-via-overlay not as reliable as “direct”, but...
o Aslong as “direct” is used as fallback, no difference
o The overlay also helps overcome broken connectivity!
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PLAN: AREA OF STUDY

e Does use of forward proxies at scale work well for the RPKI?
o Could forward proxies work well inside tor? (inside .onion )

e How to handle transport switchovers?
o RRDPto RSYNC
o RSYNCto RRDP

e Set up more experiments: find out reliability numbers



REQUEST TO YOU

e |[need... Compute & Storage resources to run experiments
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