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Disclaimer Most challenges in this presentations 
are common to service providers.

! ŦŜǿ ŀǊŜ ǾŜǊȅ ǎǇŜŎƛŦƛŎ ǘƻ /ƛǎŎƻ b{hΩǎ 

approaches.

Everything should be useful generally.



Service automation 
and interior design



Greenfield

τ In this scenario we start from a 

clean slate

τ The walls in this room are 

unpainted, and no furniture 
exists



Service

We then describe our desired state:

τ Three chairs
τ One table
τ A sofa
τ The walls should be green



What changed?

τ²ƘŜƴ ǿŜΩǊŜ ŘƻƴŜ ǿŜ Ŏŀƴ ƭƻƻƪ ŀǘ 

the steps we took to get there



Furnishing

τ The actions we took are 

important

τHere:
1. Paint the walls green
2. Add the furniture



Create, modify, 
delete

τ If we remember how to go from 

the empty room to the desired 

state, we can do the opposite 

too:

1. Remove the furniture
2. Paint the walls back to their 

original color

τ Now we know how to add and 
how to remove

τ Modifying the room came for 

free



Network automation

The act of 
transforming the 

current state
into the desired state



Confused?
[ŜǘΩǎ ǘǊȅ ŀƎŀƛƴΧ



Service

τService automation should be 

declarative

τ It describes how network state 

should look, e.g.,
τ Bandwidth
τ IP addressing

{

  " service ": {

    " endpoint ": " 214002eb - a48f - 49f7 - 9bf2 - 18dddf2f7b45",

    " bandwidth ": "100m",

    " ip - addresses ": [

      {

        " family ": 6,

  " address ":  "2001:db8:f00::/56",

      },

      {

        " family ": 4,

        " address ": " 192.0.2.1/30"

      }

    ]

  }

}



άCǳǊƴƛǎƘƛƴƎέ

τ To get the network to the 

desired state, a number of steps 

will be taken

τWe find the end-point and then:
1. Add the ipv6 address
2. Add the ipv4 address
3. Add the QoS policy

interface GigabitEthernet0/0/1/0

  ipv6 address 2001:db8:f00::/56

!
interface GigabitEthernet0/0/1/0

  ipv4 address 192.0.2.1/30

!
interface GigabitEthernet0/0/1/0

  service - policy input CUSTOMER_100M

  service - policy output CUSTOMER_100M

!



Create, modify, 
delete

τ If we record how to go from the 

interface as it was to the desired 

state, we can do the opposite 

too:

1. Remove the addresses
2. Remove the service policy

τ If we modify the service, we just 

have to reverse your steps, and 
start over

interface GigabitEthernet0/0/1/0

+    ipv6 address 2001:db8:f00::/56

+    ipv4 address 192.0.2.1/30

+    service - policy input CUSTOMER_100M

+    service - policy output CUSTOMER_100M  

  !

interface GigabitEthernet0/0/1/0

  no ipv6 address 2001:db8:f00::/56

  no ipv4 address 192.0.2.1/30

  no service - policy input CUSTOMER_100M

  no service - policy output CUSTOMER_100M  

!



Network automation

When removing a service the 

desired state should be the state 

prior to activating the service



LǘΩǎ ƴŜǾŜǊ ǘƘŀǘ ǎƛƳǇƭŜΧ

Brown field scenarios



Brown field

τWhat if instead of an empty 

room, there is already something 

in it?

τ The walls could have a different 
color

τSome furniture is already there

τSome of it may be expected, 

some not
τ like the bookcase



Reaching the 
intended state

τOur orchestrator should apply 

the desired state on top of the 

room as we found it

τ The walls will be re-painted to 
green

τ the missing two chairs will be 

added

τ The sofa will be added

τBut the bookcase will remain 

untouched



Removal

τWhen moving out, we should 

restore the room to its original 

state

τ Including the old paint and the 
furniture that was already there

τ Just like renting an appartment



How does that apply to network automation?



The brownfield network

τMost networks are full of customer services created in the past

τ¢ƘŜǎŜ ŎƻǳƭŘ ƘŀǾŜ ōŜŜƴ ƳŀŘŜ ōȅ ƘŀƴŘ ƻǊ ǿƛǘƘ ǎƻƳŜ ƻǘƘŜǊ ǘƻƻƭǎ ǿŜ ŘƻƴΩǘ ǳǎŜ ŀƴȅƳƻǊŜ

τ Just like our rooms have furniture, our network devices has configuration already

τ Just adding no in front of all our commands is no longer good enough

τOur documentation may help us



Reaching the 
intended state

τOur orchestrator should apply 

the desired state on top of the 

current state

τ For example:
τ The IPv6 address will be changed 

to the right one
τ the missing IPv4 address will be 

added
τ But the mtu will remain 

untouched

interface GigabitEthernet0/0/1/0

  mtu 9216

  ipv6 address 2001:db8:ba0:1234::/64

  service - policy input CUSTOMER_100M

  service - policy output CUSTOMER_100M

!

interface GigabitEthernet0/0/1/0

  mtu 9216

  ipv6 address 2001:db8:f00::/56

  ipv4 address 192.0.2.1/30

  service - policy input CUSTOMER_100M

  service - policy output CUSTOMER_100M

!



Service Diff

τWe still only record what 

changed in the network state

τ²Ƙŀǘ ǿŀǎƴΩǘ ŎƘŀƴƎŜŘ ŘǳǊƛƴƎ 

creation, will not be touched 
during deletion

interface GigabitEthernet0/0/1/0

-    ipv6 address 2001:db8:ba0:1234::/64 

+    ipv6 address 2001:db8:f00::/56

+    ipv4 address 192.0.2.1/30

!



Unexpected and expected existing states

Expected/safe
τDefault configuration on interfaces
τAutomatic configuration done by the platform

Unexpected/unsafe

τWrong interface recorded in documentation
τ Old configuration not entirely removed
τ Overwriting an undocumented service

interface GigabitEthernet0/0/1/0

  description UNUSED_INTERFACE

  mac address - group PROTECT in

  no ip address

  shutdown

!



What if it was right 
from the start?

τWhen the automation is run, it 

has nothing to do

τOnce the service is deleted, 

there are no steps to reverse

τ This means that the service is 

removed, but the result of the 

service is still in the network

τWe thought we removed the 

service, but it is actually still 

there!



Ownership

τ If the sofa was there before, we 

need to take over the ownership

τLŦ ǘƘŜǊŜΩǎ ŀƴ ǳƴŜȄǇŜŎǘŜŘ ƛǘŜƳΣ 

we need to remove it



Ownership

τ¸ƻǳ ǎƘƻǳƭŘƴΩǘ ǘŀƪŜ ƻǾŜǊ ǘƻƻ 

much

τ²Ŝ ŘƻƴΩǘ ǿŀƴǘ ǘƻ ǘŜŀǊ Řƻǿƴ ǘƘŜ 

whole room if there are still 
things inside it



What about the 
bookcase?

τYou need to choose what to do 

with the elements that are not 

part of your service

τKeep or remove?

τ The bookcase is easy

τ In reality it might be more 

complicated



Claiming ownership

τWe also need to track who has a 

claim to each item

τEach item our service created 

from scratch is owned by 1

τ If a service wants to add 

something that is already there, 

it adds 1 to the counter

τAn item should be removed if 

nobody owns it anymore

1

1

1

1

1

1



Backpointers

τOwnership should be public

τEach claim to an item should 

come with an identifier

τEach service leaves its address 

on each item

τ This allows us to tie the ref-

count to the actual services

1: /my/service{1}

мΧ

мΧ

мΧ

1: 
Χ

мΧ

Service meta data
Ref-count: 2

backpointers
Å Service 1
Å Service 2



Brownfield

τ If something already exists, it will 

get a ref-count but no 

backpointer

τ The bookshelf is not part of the 
service, so it will have no ref-

count

τOriginal values of items changed 

should also be recorded

τLƴ b{hΥ άǊŜ-deploy re-ŎƻƴŎƛƭŜέ

1

1

1

2

2

2

Service meta data
Ref-count: 2

backpointers
Å Service 1

Service meta data
Ref-count: 2

Original value
Blue



Reconciliation

[ŜǘΩǎ ǎŜǘǘƭŜ ǘƘŜ ŘƛŦŦŜǊŜƴŎŜǎ



Who is right?

τWas the wall actually supposed 

to be blue?

τHow many chairs did the 

customer actually want?

τDid the customer actually order 

ŀ ōƻƻƪ ŎŀǎŜ ōǳǘ ǿŜ ŘƛŘƴΩǘ 

support that in our standard 

product?

τ This requires some insight in to 

the customer order


